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good faith, believe that specific infor-
mation is improperly classified or un-
classified are encouraged and expected
to challenge the classification status of
that information pursuant to section
1.9 of Executive Order 12958. Authorized
holders may submit classification chal-
lenges in writing to the DRC, through
the Office of Information and Privacy,
United States Department of Justice,
Washington, DC 20530. The challenge
need not be more specific than a ques-
tion as to why the information is or is
not classified, or is classified at a cer-
tain level.

(b) The DRC shall redact the identity
of an individual challenging a classi-
fication under paragraph (a) of this sec-
tion and forward the classification
challenge to the original classification
authority for review and response.

(c) The original classification author-
ity shall promptly, and in no case later
than 30 days, provide a written re-
sponse to the DRC. The original classi-
fication authority may classify or de-
classify the information subject to
challenge or state specific reasons why
the original classification determina-
tion was proper. If the original classi-
fication authority is not able to re-
sponse within 30 days, the DRC shall
inform the individual who filed the
challenge in writing of that fact, and
the anticipated determination date.

(d) The DRC shall inform the indi-
vidual challenging the classification of
the determination made by the original
classification authority and that indi-
vidual may appeal this determination
to the DRC. Upon appeal, the DRC may
declassify, or direct the classification
of, the information. If the DRC is not
able to act on any appeal within 45
days of receipt, the DRC shall inform
the individual who filed the challenge
in writing of that fact, and the antici-
pated determination date.

(e) The DRC shall provide the indi-
vidual who appeals a classification
challenge determination with a written
explanation of the basis for the DRC
decision and a statement of his or her
right to appeal that determination to
the Interagency Security Classification
Appeals Panel (ISCAP) pursuant to sec-
tion 5.4 of Executive Order 12958 and
the rules issued by the ISCAP pursuant
to section 5.4 of Executive Order 12958.
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(f) Any individual who challenges a
classification and believes that any ac-
tion has been taken against him or her
in retribution because of that chal-
lenge shall report the facts to the Of-
fice of the Inspector General or the Of-
fice of Professional Responsibility, as
appropriate.

(g) Requests for review of classified
material for declassification by persons
other than authorized holders are gov-
erned by §17.31.

§17.31 Mandatory review for declas-
sification requests.

(a) Any person may request classified
information be reviewed for declas-
sification pursuant to the mandatory
declassification review provisions of
section 3.6 of Executive Order 12958.
After such a review, the information or
any reasonably segregable portion
thereof that no longer requires protec-
tion under this part shall be declas-
sified and released to the requester un-
less withholding is otherwise war-
ranted under applicable law. If the in-
formation, although declassified, is
withheld, the requester shall be given a
brief statement as to the reasons for
denial and a notice of the right to ap-
peal the determination to the Director,
Office of Information and Privacy
(OIP), United States Department of
Justice, Washington, DC 20530. If the
mandatory review for declassification
request relates to the classification of
information that has been reviewed for
declassification within the past two
years or that is the subject of pending
litigation, the requester shall be in-
formed of that fact and the administra-
tive appeal rights.

(b) Request for mandatory review for
declassification and any subsequent ap-
peal to the DRC shall be submitted to
the Director, Office of Information and
Privacy, United States Department of
Justice, Washington, DC 20530, describ-
ing the document or material con-
taining the information with sufficient
specificity to enable the Department to
locate that information with a reason-
able amount of effort. The OIP shall
promptly forward the request to the
component that originally classified
the information, or the DRC in the
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case of an appeal, and provide the re-
quester with an acknowledgement of
receipt of the request.

(c) When the description of the infor-
mation in a request is deficient, the
component shall solicit as much addi-
tional identifying information as pos-
sible from the requestor. Before deny-
ing a request on the basis that the in-
formation or material is not obtainable
with a reasonable amount of effort, the
component shall ask the requestor to
limit the request to information or ma-
terial that is reasonably obtainable. If
the information or material requested
cannot be described in sufficient par-
ticularity, or if it cannot be obtained
with a reasonable amount of effort, the
component shall provide the requestor
with written notification of the rea-
sons why no action will be taken and
the right to appeal the decision to the
DRC.

(d) The component that originally
classified the information shall provide
a written response to requests for man-
datory review within 60 days whenever
possible, or shall inform the requester
in writing why additional time is need-
ed. Unless there are unusual cir-
cumstances, the additional time need-
ed by the component originally
classifying the information shall not
extend beyond 180 days from the re-
ceipt of the request. If no determina-
tion has been made at the end of the
180 day period, the requester may apply
to the DRC for a determination.

(e) If the component that originally
classified the information determines
that continued classification is war-
ranted, it shall notify the requester in
writing of the decision and the right to
appeal the decision to the DRC no later
that 60 days after receipt of the notifi-
cation of the decision.

(f) The DRC shall determine the ap-
peals of the components’ mandatory
declassification review decisions with-
in 60 days after receipt of the appeal, or
notify the requester why additional
time is needed. In making its deter-
minations concerning requests for de-
classification of classified information,
the DRC, for administrative purposes,
shall impose the burden of proof on the
originating component to show that
continued classification is warranted.
The DRC shall provide the requester
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with a written statement of reasons for
its decisions.

(g) If the individual requesting re-
view of a classification is not satisfied
with the DRC’s decision, he or she may
appeal to the ISCAP pursuant to sec-
tion 5.4 of Executive Order 12958 and
rules issued by the ISCAP pursuant to
that section.

§17.32 Notification of
changes.

All known holders of information af-
fected by unscheduled classification
changes actions shall be notified
promptly of such changes by the origi-
nal classifier or the authority making
the change in classification.

classification

Subpart C—Access to Classified
Information

§17.41 Access to classified informa-

tion.

(a) No person may be given access to
classified information or material
originated by, in the custody, or under
the control of the Department, unless
the person—

(1) Has been determined to be eligible
for access in accordance with sections
3.1-3.3 of Executive Order 12968;

(2) Has a demonstrated need-to-know;
and

(3) Has signed an approved nondisclo-
sure agreement.

(b) Eligibility for access to classified
information is limited to United States
citizens for whom an appropriate inves-
tigation of their personal and profes-
sional history affirmatively indicated
loyalty to the United States, strength
of character, trustworthiness, honesty,
reliability, discretion, and sound judg-
ment, as well as freedom from con-
flicting allegiances and potential for
coercion, and willingness and ability to
abide by regulations governing the use,
handling, and protection of classified
information. A determination of eligi-
bility for access to classified informa-
tion is a discretionary security deci-
sion based on judgments by appro-
priately trained adjudicative per-
sonnel. Eligibility shall be granted
only where facts and circumstances in-
dicate access to classified information
is clearly consistent with the national
security interests of the United States
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